
THE FUTURE  
OF CYBER  
REGULATION  
New York’s Proposed Cybersecurity Rules  

for the Financial and Insurance Sectors



E X E C U T I V E  S U M M A R Y

Since at least 2013, the New York State Department of Financial Services (DFS) has paid  

increasing attention to cybersecurity as a crucial issue among the industries it regulates, 

namely financial institutions and insurance companies. Between 2013 and 2015, DFS 

conducted a number of studies surveying numerous insurers, financial institutions, and 

the third-party service providers upon which both rely for critical functions. Their findings 

highlighted several sector-wide vulnerabilities and risks that DFS now seeks to mitigate 

with the introduction of new regulations for the financial and insurance industries.

DFS recently circulated a draft letter outlining the potential new cybersecurity 

regulations for financial institutions and insurers. While it remains unclear when and if 

these regulations will take effect, New York’s status as a world financial center means 

any regulations affecting financial institutions could have far reaching consequences. 

Therefore, this paper:

 Describes the proposed regulations, where they came from, and who they  

 would affect

 Analyzes the kinds of changes covered entities would have to make and the  

 difficulties they would likely encounter

 Assesses the effectiveness of the potential regulations at protecting personally  

 identifiable information and securing our financial infrastructure

 Forecasts the future of cybersecurity regulation
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I N T R O D U C T I O N

State regulators in New York have proposed eight new cybersecurity-related regulations that would establish new 

requirements for some of the entities they oversee. In the short term, the rules will impose new compliance costs on 

financial institutions nation-wide, but in the long term, costs notwithstanding, regulations such as these will prove to 

be a positive development for cyber and financial security. 

Financial institutions are among the organizations most targeted by cybercriminals because of the trove of potentially 

valuable data that they maintain. The threat is no longer abstract or hypothetical: it present and growing. In 2014 

JPMorgan Chase was targeted in a breach that compromised personal data in over 83 million accounts, and in January 

2016, HSBC was hit with a denial of service attack that shuttered its personal banking website. These incidents serve 

to underscore the increasingly evident fact that breaches can affect even the largest – and presumably the most 

secure – of institutions. This issue is not going anywhere, and disproportionately affects New York City as a center of 

global commerce and finance. As a result, the New York Department of Financial Services (hereafter referred to as 

“DFS”) is taking steps to mitigate the threat with new regulations.

DFS is a state regulatory body that oversees New York’s financial institutions, insurers, mortgage lenders, and investment 

companies, among others. In response to the specter of cybercriminals wreaking havoc on New York’s – indeed the 

world’s – financial infrastructure, in 2013 DFS began conducting surveys, studies, and risk assessments of the entities 

it supervises so that it might gain a better understanding of industry-wide risks and vulnerabilities. Initial surveys of 

banks were expanded to include insurers, and the findings drawn from both of those led to a subsequent report looking 

at third-party vendors. Collectively, the reports indicated serious industry-wide vulnerabilities and pointed to the 

following three conclusions that the proposed regulations were ultimately developed to address:

Third-party vendors often 

have access to firms’ 

networks, making them  

a backdoor for hackers

Institutions will continue  

to be challenged by more 

frequent and sophisticated 

cyberattacks

Recent incidents 

demonstrate cybersecurity 

is a concern that affects 

every industry at every level
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As a way to mitigate what reports suggested were serious vulnerabilities, in November 

2015 DFS developed eight cybersecurity requirements after discussions with its regulated 

entities, cyber security experts, and other stakeholders, and circulated them among 

industry regulatory bodies for feedback and discussion.1 The proposed regulations can 

be divided into three categories: Management requirements, security requirements, 

and notice requirements. The first category would require firms to hire a chief information 

security officer and appropriate personnel, provide training for their employees, and 

maintain cybersecurity policies for themselves and their third-party service providers. 

The second category requires things like regular penetration testing and multi-factor 

authentication systems. The third category requires entities to report breaches to DFS.

1  

Anthony J. Albanese, Acting 
Superintendent of Financial 
Services, letter to Financial and 
Banking Information 
Infrastructure Committee 
Members, “Re: Potential New 
NYDFS Cyber Security 
Regulation Requirements,” 
November 9, 2015. link

At present, the proposed regulations are being circulated among the regulatory agencies that comprise the Financial 

and Banking Information Infrastructure Committee (the Securities and Exchange Commission, Commodity Futures 

Trading Commission, Federal Deposit Insurance Corporation, Federal Reserve Board of Governors, NY Federal Reserve, 

to name a few) for feedback and questions. It is not known when the regulations might be approved, let alone take force. 

That being said, the importance DFS has placed on cybersecurity and this tentative list coming after several years of 

research, it is likely that the final form of these regulations will be adopted sometime in 2016.

P R O P O S E D  R E G U L AT I O N S
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http://www.dfs.ny.gov/about/letters/pr151109_letter_cyber_security.pdf


Notice of Cybersecurity 

Incidents  
Requires covered entities to 

notify the DFS in the event of 

any cybersecurity incident that 

has a reasonable likelihood of 

materially affecting the normal 

operation of the entity

Notice  
Requirements:

Security  
Requirements:

Multi-Factor 

Authentication  
Requires covered entities  

to implement multi-factor 

authentication for all access  

to internal systems and data  

from an external network

Application Security   
Requires covered entities to 

maintain and implement 

written procedures, guidelines 

and standards designed  

to ensure security of all 

applications utilized by the firm

Audit   
Requires covered entities to 

conduct annual penetration 

testing and quarterly 

vulnerability assessments.  

Also requires maintenance of 

audit trail system that tracks, 

among other things, privileged 

user access to critical systems

Cybersecurity Personnel 

and Intelligence   
Requires covered entities to 

employ and train staff to 

manage firm’s cyber risk. Also 

requires these personnel to 

stay abreast of changing 

threats and countermeasures. 

Third parties can be used to 

meet these requirements.

Management  
Requirements:

Cybersecurity Policies 

and Procedures 

Requires covered entities to 

implement and maintain 

written cybersecurity policies 

and procedures

Third-Party Service 

Provider Management 
Requires covered entities to 

implement and maintain 

written cybersecurity policies 

and procedures to ensure 

security of data and networks 

accessible to, or held by, 

third-party service providers. 

Chief Information  

Security Officer  
Requires covered entities to 

designate a Chief Information 

Security Officer responsible for 

implementing and enforcing its 

cybersecurity program and 

policies.
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A F F E C T E D  E N T I T I E S

While DFS oversees numerous types of entities ranging from depository institutions to 

insurers to mortgage lenders, the letter circulated in November 2015 alludes specifically 

to financial institutions and their third-party service providers. Since “financial institution” 

is a widely-encompassing label, it is currently unclear which specific sectors or which 

specific types of institutions might be affected.

In terms of size, it would appear from DFS’s findings in its numerous reports that a lower 

limit on asset size for coverage under the regulations would be self-defeating, as it is the 

small firms (assets of less than $1 billion) who were more likely to be lacking in cybersecurity. 

It is likely that only third-party service providers with access to sensitive data or a financial 

institution’s networks would be covered under the proposed regulations. Large firms 

retain outside contractors for things ranging from catering and print services to payment 

processing and currency exchange services. The latter category is the type of backdoor 

that the regulations are keen to close, while the former generally would not have access 

to sensitive data or systems. 
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C H A N G E S  A N D  C H A L L E N G E S

The changes that firms will have to make largely depends on how compliant they are 

with the potential regulations at present. While DFS offers no specifics on individual 

firms, their studies offer insight into the varying levels of preparedness for potential 

new rules based on the size of the firm. 

For example, according to DFS’s 2014 study2 on cybersecurity in the banking sector, 

only about 10 percent of institutions (mostly small ones) and only 2 percent of insurers 

surveyed had cybersecurity frameworks that were missing what DFS considered to be 

“key pillars” of such a program. Therefore, it is likely that only a small percentage, and 

likely mostly small firms, will need to implement some combination of written security 

policy, security awareness and cyber trends training, internal audits, and incident 

monitoring and reporting.

2  
New York State Department of 
Financial Services, “Report on 
Cyber Security in the Banking 
Sector,” May 2014. link

Roughly 20 percent of medium and large financial institutions, 38 percent 

of small ones, and 16 percent of insurers did not conduct compliance 

audits of third parties that handle their data, and so a wide range of 

financial and insurance institutions will need to develop a capability to 

conduct audits of third-party service vendors.

Small 
Financial 

Institutions
Insurers

Medium 
and 

Large 
Financial 

Institutions
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The utilization of access controls of different types and in different combinations was 

widespread across the financial and insurance industries. It is likely that most institutions 

will need to reassess their authentication systems and add a second or third step to 

meet the regulation requirements. 

Most firms reported answers to survey questions that, collectively, indicated a poor 

governance structure or culture vis-à-vis cybersecurity issues. While the regulations 

specifically require only a CISO and adequate staff, firms will likely need to reassess and 

potentially restructure their corporate governance of cyber issues – if not hire new  

staff outright.

Regardless of survey results, all entities would need to reexamine their contracts with 

third-party service providers and submit to a lower incident reporting threshold.
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The most significant difficulty that firms may encounter is likely to be financial. The Wall 

Street Journal reports that the proposed regulations are estimated cost the industry 

millions of dollars to implement.3  Among the most costly changes are likely to be the 

construction of expensive multi-factor authentication systems and the hire of adequate 

staff (or third parties) to constantly train and handle cybersecurity threats. Moreover, 

the requirement that certain indemnity and security stipulations be included in contracts 

between covered entities and third-party service providers could raise the cost of such 

arrangements. Finally, the vast majority of all institutions reported regulatory compliance, 

reputation, and business continuity as drivers in IT security budget increases over the 

next three years.4 

A second category of difficulty results from the lack of scale and expertise that financial 

institutions may have in dealing with cybersecurity. While many firms already have 

dedicated staff and plans to deal with cyber intrusions, the new regulations could require 

a higher standard of security than some companies currently meet. These firms may 

have to rely on third parties to conduct penetration testing, vulnerability assessments, 

and upgrade their cyber policies.

While not necessarily immediate, a potentially devastating consequence of these new 

regulations is a firm being required to notify DFS in the event of certain cybersecurity 

breaches. In the past, many intrusions were kept secret, and public awareness of a serious 

attack on a financial institution that depends on their depositors’ trust for survival could 

be fatal for a bank.

3  
Christopher M. Matthews,  
“New York Bank Regulator 
Details Cybersecurity 
Regulations,” Wall Street 
Journal, November 10, 2015.

4  
“Report on Cyber Security  
in the Banking Sector,”  
May 2014. link
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The two principle concerns of cybersecurity in the financial and insurance sectors are 

protecting Personally Identifiable Information (PII) and maintaining the integrity of our 

financial systems. The breach of PII such as social security or credit card numbers 

causes real harm to real people and undermines public trust in depository institutions.  

A ransomware or a denial-of-service attack on a major bank, clearing house, or stock 

exchange can freeze the flow of capital and do serious economic damage. How effective 

will these potential regulations be at securing these two things?

How Might They Help?

The proposed regulations go to lengths to secure third-party service providers that 

offer a backdoor into a more lucrative target. Beyond requiring written cybersecurity 

policies and procedures for third-party vendors, the regulations would require contractual 

stipulations that indemnify the financial institution in the case of a cyber incident, creating 

incentive for the third-party to further invest in its own security architecture. 

A requirement to notify DFS in the event of a cybersecurity incident that would likely result 

in material loss would largely be a positive change to the status quo. Since a financial 

institution relies on the trust of its depositors for survival, constant public reporting of 

cyberattacks could unnecessarily undermine that trust and ultimately do more harm than 

the initial attack itself. The benefits from this proposed reporting requirement probably 

outweigh that concern, however, for two reasons. First, early reporting of a cyberattack 

could allow for other institutions that DFS oversees to forestall the same threat. Second, 

while disclosure of cyberattacks threaten public trust in a depository institution, that 

concern would more likely than not incentivize firms to take their own measures to secure 

their networks and data.

Lastly, the requirement to invest in personnel training and multi-factor authentication 

systems does not invite the kind of complacency that investment in the latest security 

software might, but rather compels a firm to engage in best practices. Well-trained 

employees and an extra step beyond a password can effectively mitigate the vast majority 

of cyberattacks against a firm.

E F F E C T I V E N E S S  O F  T H E  
P O T E N T I A L  R E G U L AT I O N S
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How Might They Hurt?

The main concern with any regulation is the cost of compliance. There is a large outright 

financial cost of hiring appropriate staff, installing appropriate systems, and coming into 

compliance in other ways. There is also an opportunity cost. Expenses – both in labor 

and productivity – incurred while producing a DFS-mandated vulnerability report, for 

example, could siphon funds or time away from some other tool or service that could 

have had a much greater positive impact on cybersecurity in the long run. However, this 

cost is impossible to quantify, there are simply too many variables. 

A secondary concern is complacency. A financial institution with a vested interest in 

protecting its customers and networks is theoretically driven by market forces to equip 

itself with the best cybersecurity services it can find. New regulations may have the 

unintended consequence of creating a moral hazard whereby firms begin to assume 

that they are safe since they adhere to  DFS’s bare-bones standards. On the contrary, 

they are actually making themselves more vulnerable since cybersecurity is a contest 

characterized by innovation and one-upmanship.

What Will Be the Overall Impact? 

Overall the regulations will be more helpful than harmful at securing PII and our financial 

infrastructure. Regulating third-party service providers tries to close a gaping back 

door, and the rules would compel firms to engage in best practices vis-à-vis employee 

training and multi-factor authentication. The opportunity cost of compliance and the 

moral hazard invited by regulations will likely be outweighed by a focus on market-based 

solutions to some problems and the option to outsource some requirements to firms 

with the scale and expertise necessary to stay ahead of threats.



If the proposed DFS regulations enter into force, they will be a major test for the 

effectiveness of regulation as a way to counter cyber threats. 

Federal-level cybersecurity regulation heretofore has largely been limited to encouraging 

– but not requiring – threat information-sharing by limiting liability from anti-trust laws, 

or requiring more stringent network security only in sectors where the government has 

the authority to do so, such as defense or national security. 

State regulators and industry associations have been left to fill the gaps, but New York’s 

proposed new regulations carry special significance. It is no accident that the November 

2015 letter from DFS outlining the proposed regulations was circulated to federal and 

other regulatory authorities for questions and comments. The New York DFS – being 

somewhat of a “first among equals” with respect to other state financial regulators due 

to New York City’s position as a world financial center – has established a precedent of 

imposing its regulations extraterritorially to firms licensed to do business in New York, 

but not necessarily incorporated in New York.5 Therefore, it’s certainly possible that some 

of these proposed regulations could be adopted by other states in the future should they 

ultimately be deemed effective.

5 
Andrew Holland, “New York 
eyes cyber security regulations 
for financial institutions,” 
Property Casualty 360, 
December 14, 2015.

W H AT  I S  T H E  F U T U R E  O F 
C Y B E R S E C U R I T Y  R E G U L AT I O N ?
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It is likely that future cybersecurity regulation will, barring significant legal developments, remain a state-centric 

endeavor as the federal government is limited, for the time being, in its authority to regulate cybersecurity. It is most 

probable that these future state-level regulations will reflect the the most effective of DFS’s proposed rules – perhaps 

not necessarily compulsory reports and audits, but more likely mandatory employee training, multi-factor authentication 

systems, notice requirements, and other best practices. As the cyber-insurance sector and actuarial data become 

more developed, it would also not be surprising to see insurance requirements for banks in the way that coverage is 

required to drive an automobile. Finally, depending on the effectiveness of the Obama administration’s initiatives to 

promote information-sharing, we may see more legal or financial incentives for firms to share threat information. 

The future of cybersecurity regulation is largely up in the air, however, as these proposed rules and new federal 

information-sharing frameworks are among the first attempts at regulating a fast-developing and relatively new field. 

But one thing that will hopefully remain constant about cybersecurity regulation is a healthy and appropriate degree  

of deference to market forces, because in a battle of innovation and one-upmanship, requirements and mandates 

cannot ensure security as much as obstruct it.
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