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PENETRATION 
TESTING

We find vulnerable points of entry, 

mimic real-life attacks using those 

weaknesses, and develop plans to 

resolve them.
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Penetration Testing

GRA Quantum’s penetration testing services focus on 

helping businesses strengthen their network security 

postures. Assuming the role of would-be attackers, our 

consultants conduct comprehensive security reviews 

that examine the full spectrum of physical and virtual 

threats to clients’ critical business data. We find vulnerable 

points of entry, mimic real-life attacks using those 

weaknesses, and develop plans to resolve them. Through 

close coordination with our clients’ technical and executive 

teams, we develop customized assessments tailored to 

provide the most accurate and actionable assessments. 

Our testing concludes with recommendations prioritized by 

risk to assist clients with addressing all vulnerabilities found.

Our penetration testing service suite is made 

up of the following components (available as a 

package and individually):

• Network Penetration Test  

• Wireless Penetration Test 

• Application Penetration Test

• Site Security & Social 

Engineering Assessment  

• Source Code Review

Detailed descriptions of each service available 

upon request.



graquantum.com       |       info@graquantum.com

Network Penetration Testing

Network penetration testing is comprised of both external and internal penetration testing, available together 

or separately per the client’s request. Each service identifies security weaknesses exposed to the internet or 

malicious internal sources, respectively, that could be exploited to gain unauthorized access to external or 

internal systems, applications, and network devices, any of which could then expose critical data or systems to 

an attack.  No intentional denial of service testing will be performed as a part of these services. We strive to 

ensure all client applications, systems, and network devices remain fully operational and safe during our testing 

activities. Depending on the client’s unique setup, our testing may include:

• Performing discovery of external address space through internet registry services and various other techniques

• Security scans of verified targeted address space as determined by GRA Quantum and client points of contact

• Targeted penetration of hosts and applications as determined by GRA Quantum and client points of contact

Once GRA Quantum identifies a vulnerability we  

will perform the following tasks with the client’s  

authorization:

• Local system interrogation and data gathering

• Interrogation and reconnaissance of nearby   

hosts that may not have been possible from   

the compromised point of view due to    

filtering rules

• Investigation into further penetration of the 

 site to gain access to additional systems or 

information

• Formulate and issue database queries to key   

database servers

For both external and internal services, all testing activities  

are closely coordinated to ensure there is no negative impact  

on client systems. Throughout the engagement, our team  

will share critical or high-risk issues with client points of  

contact to maximize information transfer and expedite the  

correction of security vulnerabilities identified. 

The goals of the engagement are to:

• Demonstrate the ability of an attacker to gain access  

to confidential data

• Demonstrate the ability of an attacker to gain  

administrator or elevated access privileges on  

applications, systems or network devices

• Provide actionable recommendations to alleviate or 

mitigate the issues identified
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Wireless Penetration Test

Even organizations that do not have wireless networks  

deployed can be targeted by attackers via their mobile  

employees who have wireless enabled on their devices. 

These devices beacon for available access points when 

connecting to Wi-Fi. This provides malicious individuals 

operating rogue access points opportunities to exploit 

those unsuspecting users. 

The wireless penetration test identifies security weaknesses 

exposed via wireless clients and access points. During our 

testing, we will emulate rogue access points and demonstrate 

how wirelessly connected devices can serve as jump points 

into a network or be used to derive employee authentication 

credentials.

The methodology can be broken into two phases:

Phase 1 | Discovery: The first phase of the wireless 

penetration test is the discovery phase where GRA Quantum 

consultants will map out each floor for beaconing clients, 

rogue access points, and the types of encryption deployed. 

Phase 2 | Probing: The second phase involves attempting to 

penetrate the wireless systems deployed through attacks 

against the encryption that is deployed, rogue access points, 

and beaconing clients. Once connectivity is established, the 

consultants will seek to show what type of access is available 

through screenshots and additional system or data access.

graquantum.com       |       info@graquantum.com



graquantum.com       |       info@graquantum.com

Technical Approach:

Phase 1 | Discovery and Crawling: We “crawl” the application to gain an understanding of the application functionality 

by using web application assessment tools and a web browser. The web application scans are run under a number of 

different scenarios, including limited or no access, as well as with full knowledge of the application and its processes. 

Testing during and beyond the discovery phase will require the use of test accounts and test data established by the 

application owners or designated personnel.

Phase 2 | Penetration Test: We then use a variety of technologies and techniques to assess the security of the 

application and simulate an unauthorized attempt to gain access to the target application or sensitive data. If 

authorized by you, we will seek to mine data or gain access to the systems affected by the identified vulnerabilities to 

show the business impact behind the vulnerability more clearly. Critical and high risk vulnerabilities detected during the 

assessment are reported immediately, so that the remediation process can begin as quickly as possible. The manual 

application testing may be conducted using a variety of account privileges and information to ensure comprehensive 

testing of all access roles and functionality within the application. Testing can include the following scenarios:

• Unauthorized User | Black Box Testing: Assumes no prior knowledge of or access to the target application

• Legitimate User | Typical User: Uses test accounts for application access during testing

• High Level User | Superuser, Supervisor, Admin: Performed using an application test account with full  

access or additional access to the application

Phase 3 | Analysis and Reporting: Finally, we analyze the data collected during the previous phases and generate 

finding descriptions, impacts and recommendations to mitigate or alleviate the application vulnerabilities discovered. 

The recommendations will be relevant and specific to the application environment. GRA Quantum will use feedback 

from application personnel to  finalize the report and submit this to the client’s point of contact.

Application Penetration Test

The application penetration test focuses on application layer security which, depending upon the scope of the engagement, 

may include such components as web servers, application servers, or databases. The types of applications that can be 

assessed are traditional web-based applications, web services, mobile applications, and client-server applications. 

The application penetration test includes testing input validation controls on all data passed from the client to the 

application, application configurations, and authentication/access control mechanisms.

Our consultants will identify security weaknesses that could be exploited by malicious individuals (including current 

and former employees and clients) seeking to gain unauthorized access or to perform malicious activities against a 

client’s applications and their components. They then discover and verify vulnerabilities in the applications through 

automated and extensive manual application security testing. 
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Site Security & Social Engineering Assessment  

The site security and social engineering assessment identifies security weaknesses that could be exploited by 

malicious individuals to gain unauthorized access to your physical premises which could then expose critical internal 

systems or data to an attack.  Our consultants seek to gain this access through telephonic and electronic social 

engineering attempts. Additionally, our team also carefully reviews a client’s physical security safeguards such as 

security camera placement, badge readers, and security personnel locations.

For telephonic social engineering, our consultants obtain a list of phone numbers from the client’s point of contact 

comprised of potential key targets for attack such as human resources and helpdesk personnel, application administrators, 

and internal employees. Once this list is agreed upon, they seek to obtain sensitive information from these targets 

through use of deception via telephone communication.

For electronic social engineering, our consultants obtain a list of e-mail addresses from the client’s point of contact 

comprised of potential key targets for attack similar to those listed above. Once this list is agreed upon, they seek to 

obtain sensitive information from these targets via a “phishing” style of attack.

For the physical security assessment, GRA Quantum will attempt to gain “unauthorized” access to the facility as 

specified by your point of contact as well as make attempts to obtain any exposed sensitive information once access 

is obtained. Areas to be reviewed during the physical security component of the testing are:

• External physical security perimeter vulnerabilities

• Internal physical security perimeter vulnerabilities

• Sensitive data disposal policy and adherence to the policy

• Employee security awareness through tailgating and other  

tactics
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Source Code Review

Applications are the paths of least resistance for attackers. They are easy to access and most have a high probability 

of containing coding errors that could lead to compromises of critical business data. Often these errors are overlooked 

as developers race to get their products to market, cobbling together complex composites of in-house code, third-party 

libraries, outsourced code, and open-source components. Rarely do those investing in an application’s development 

have access to all of its source code. 

Our source code review provides fresh eyes to application development teams. Through painstaking review, we help 

identify these hidden security vulnerabilities, using a white box method of review where applicable. The assessment is 

performed through automated static and dynamic analysis, and followed up with manual examinations to identify any 

additional issues, such as business logic and proper use of encryption, that automated tools cannot. 

We combine best of breed tools with our consultant’s in-depth knowledge of security and testing to give our clients a 

more complete view of their applications’ vulnerabilities.

Technical Approach

Phase 1 | Automated Analysis: Our consultants assist in preparing the source code for analysis. This process typically 

involves enabling debugging within the compiled source code so that our platform can assess your application in an 

automated fashion. Language types supported include: 

• Java and .NET

• C/C++ (Windows, Linux and Solaris)

• Web (J2EE, ASP.NET, Classic ASP (including VBScript and VB6), PHP, Cold Fusion, Ruby, JavaScript    

(including JQuery and Node.js)

• Legacy Business Applications: COBOL

• Mobile Platforms: Objective C for iOS, Java for Android & J2ME for BlackBerry, JavaScript frameworks   

including PhoneGap, Apache Cordova, Appcelerator Titanium

Phase 2 | Manual Analysis: We then analyze the output of the source code review tool and verify those issues to 

remove false positives. Once we have reviewed the tool output we progress into the manual analysis phase of the 

assessment and review the code for business logic, use of encryption, authentication methods, and access control. 

Phase 3 | Analysis and Reporting: Finally, we analyze the data collected during the previous phases and generate 

finding descriptions, impacts, and recommendations to mitigate or alleviate the application vulnerabilities discovered. 

The recommendations will be relevant and specific to the application. GRA Quantum will use feedback from 

application personnel to finalize the report and submit this to the client’s point of contact.



Don’t let uncertainty about an insecure network worry 
you a day longer. Contact us today to start building a 
safer tomorrow.
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